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This work is licensed under the Creative Commons Attribution License. To view a copy of this license,
visit http://creativecommons.org/licenses/by/2.0/ or send a letter to Creative Commons, 559 Nathan
Abbott Way, Stanford, California 94305, USA.

Disclaimers

While the material in this report is intended to be as accurate and timely as possible, Productivity
Portfolio makes no warranty or guarantee concerning the accuracy or reliability of the material at
other sites to which this report links. The links are provided for convenience only.

Publisher’'s Note - 04/16/2005

The material you are viewing is a subset of a guide that was released in 2003. That guide was 120
pages and contained over 20 different product reviews. Since that time, many of those products have
changed. Some companies have been acquired and countless new ones have appeared. As a result,
we felt it was best to remove the product review section since we did not have the resources to test
these products.

We took the remaining pages and broke them into separate sections that people could download.
These include:

Section 1: Introduction

Section 2: User Prevention — this section provides actionable steps you can do now to limit
additional spam.

Section 3: Methodologies - this section highlights the major methods used to detect spam.

Section 4: Questions to Ask — this section provides some questions that can assist you in making a
product selection.

Section 5: Features — this section provides a summary of features we found in the products we
reviewed.

Section 6: Types of Solutions — this section lists the types of solutions we tried and our comments
on strengths and weaknesses.
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Resources

Blacklists

www.ordb.org - Open Relay Database
www.kelkea.com — (Acquired MAPS)
www.spamhaus.org - Spamhaus
http://spamcop.net - Spamcop
www.declude.com - provides listing of blacklists.

Disposable Email Vendors

www.emailias.com
www.netmails.net
www.spamex.com
www.spamgourmet.com
www.spammotel.com

Email Forwarders

www.despammed.com
WWWw.pobox.com
Www.runbox.com

Email Obfuscators

The Enkoder form

Alicorna Email Obfuscator
West Bay Web Email Encoder
Enigma Obfuscate Emai

ISP Spam Filtering Tools

Brightmail - provides spam filtering services to ISPs
Postini - provides spam filtering services to ISPs

Miscellaneous

www.cluelessmailers.org - producers of the Spamdemic map

www.samspade.org - Sam Spade spam fighting tools
www.pcflank.com/index.htm - provides a series of tests to determine if your PC is
secure.
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http://www.ordb.org/
http://www.kelkea.com/services/index.html
http://www.spamhaus.org/sbl/index.lasso
http://spamcop.net/bl.shtml
http://www.declude.com/junkmail/support/ip4r.htm
http://www.emailias.com/
http://www.netmails.net/static_html/indexpage.html
http://www.spamex.com/
http://www.spamgourmet.com/
http://www.spammotel.com/
http://www.despammed.com/
http://www.pobox.com/
http://www.runbox.com/
http://automaticlabs.com/products/enkoderform/
http://alicorna.com/obfuscator.html
http://www.wbwip.com/wbw/emailencoder.html
http://www.seowebsitepromotion.com/obfuscate_email.asp
http://enterprisesecurity.symantec.com/products/products.cfm?ProductID=642%20
http://www.postini.com/
http://www.cluelessmailers.org/
http://www.samspade.org/t/refer?custom=abcdefghijklmnopqrstuvwxyz-&i=on
http://www.pcflank.com/index.htm

Spam Information Organizations

www.spamhaus.org/index.lasso - Spamhaus Project
http://spam.abuse.net/spam/ - Collection of anti-spam links and resources
www.cauce.org - Coalition Against Unsolicited Commercial Email
www.junkbusters.com - Junk Buster

www.privacy.org - Privacy.Org

www.spamcon.org/ - SpamCon Foundation

Spam Laws

www.spamlaws.com - summary of spam laws by geographic region

Testing Resources

www.declude.com - provides several free web test tools
www.spamarchive.org/ - place to donate spam
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