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COPYRIGHT NOTICE  
 
This work is licensed under the Creative Commons Attribution License. To view a copy of this 
license, visit http://creativecommons.org/licenses/by/2.0/ or send a letter to Creative 
Commons, 559 Nathan Abbott Way, Stanford, California 94305, USA. 
 
Disclaimers  

While the material in this report is intended to be as accurate and timely as possible, 
Productivity Portfolio makes no warranty or guarantee concerning the accuracy or reliability of 
the material at other sites to which this report links. The links are provided for convenience 
only. 

Publisher’s Note – 04/16/2005 
 
The material you are viewing is a subset of a guide that was released in 2003. That guide was 
120 pages and contained over 20 different product reviews. Since that time, many of those 
products have changed. Some companies have been acquired and countless new ones have 
appeared. As a result, we felt it was best to remove the product review section since we did 
not have the resources to test these products.  
 
We took the remaining pages and broke them into separate sections that people could 
download. These include: 
 
Section 1: Introduction 
 
Section 2: User Prevention – this section provides actionable steps you can do now to limit 
additional spam. 
 
Section 3: Methodologies - this section highlights the major methods used to detect spam. 
 
Section 4: Questions to Ask – this section provides some questions that can assist you in 
making a product selection. 
 
Section 5: Features – this section provides a summary of features we found in the products 
we reviewed.  
 
Section 6: Types of Solutions – this section 
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Questions to Ask Before Choosing a Product 
 
Are you willing to spend time with your chosen product? 
 
Regardless of what product you choose, you need to spend some time learning 
its features. The amount of time varies dramatically, but generally depends on 
how much control you want on the filtering process. Realistically, you should 
allow a week before drawing conclusions on the product. 
 
One way to start the process is to imagine you had an executive assistant that 
would screen all your email.  
 

 What guidelines would you give this assistant?  
 

 What information would they need to know about your email practices to 
perform this job?  

 
 Would you delegate all your email to this assistant?  

 
 What is the value of time saved? 

 
 Do you have multiple email accounts? 

 
 
Do you receive newsletters in your email account? 
 
Newsletters and mailing lists pose some of the biggest obstacles for users 
because they often are identified as spam. Most programs avoid this problem by 
allowing the user to create a “whitelist”. These whitelists are typically built from 
the address book within your email program or an online address book. However, 
since few people add newsletter or mailing list addresses to their address book, 
these addresses rarely are added to a user’s whitelist.  
 
The second problem is some newsletters don’t have either a constant email 
address or title. In these situations, your program needs to allow for either 
domain filtering or text filtering. For example, accept any email from domain 
“xyz.com” or any email with Subject: line containing: “eBay Price Alert” 
 
Who routinely sends you email, and how often? 
 
While we can’t answer this question for you, we can assure you there are people 
who send you email that you’ve forgotten. Usually, these are people or groups 
that you don’t regularly correspond with or the communication is one way.  
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Here are some examples to get you thinking: 
 

 Yahoo Groups or other interest groups 
 School affiliations such as alumni groups or PTA  
 Community and civic groups 
 Amazon 
 Pay Pal 
 eBay 
 Clipping or alert services 
 Account statements from banks, brokerage firms, etc 
 Emergency or weather alert services 
 Reminder services (birthdays, anniversaries, etc) 
 Domain registration renewal notices 

 
How much spam do you presently receive on this account? 
 
While all of us get spam, the amounts differ. It could be that your email problems 
are more related to volumes of unprioritized email. If so, a spam filtering solution 
will help, but the underlying problem still exists. We suggest you spend some 
time looking at your Inbox to determine how much of the problem is truly spam. 
You may find this analysis easier to do if your email application can sort columns. 
 

 How much of the email in your Inbox is addressed to just your address? 
 Do you know all the people shown in the From: line? 

 
 
Are you the only one using this email address? 
 
Obviously, if the email account is shared between various people, you need to 
co-ordinate your whitelist. In addition, you need to make sure that any content 
filters used serve everyone. You may find that you have to be very explicit in 
some of your content rules. One example might be where one person abhors any 
email with sexual implications and the other person enjoys the occasional dirty 
joke. 
 
Do you receive business email on this account? 
 
If email is critical to your business, you must make sure there are few false 
positives. You can’t risk having any customer or vendor correspondence 
interpreted as spam. However, if the account is for personal use, you may not be 
as concerned about this feature. Instead, you may be more concerned about 
ease of use or cost. 
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Are you willing to set up a new email account if needed? 
 
For some people who get few legitimate emails in their account and lots of spam, 
the easiest solution might be to close the account. You can then open a new 
account and inform people of the new address. At the same time, you might also 
consider getting a spam-filtering program for when spammers find the new 
account.  
 
What protocol does your email service use? 
 
Most spam filtering programs are designed for specific email protocols although 
some can handle multiple protocols. The three major mail protocols are: 
 
POP3 – (Post Office Protocol) This protocol is used by the majority of email 
providers. This is a client/server protocol where your email is stored on a server. 
Your email application, such as Outlook, then retrieves your email from the 
server and downloads it to your computer. Some web-based email services such 
as Yahoo can use POP3 and allow you to receive your email using an application 
other than your web browser. However, this feature usually incurs additional 
costs. 
 
IMAP – (Internet Message Access Protocol) IMAP is a protocol that allows your 
email application to retrieve the sender and message header information so you 
can decide if you want the full message. The message remains on the email 
server until your email application requests the email to be deleted. IMAP 
services are beneficial to people that need to access their email from multiple 
locations or machines. Unfortunately, fewer programs work with IMAP accounts.  
 
Proprietary – Proprietary systems are ones that require a specific program to 
read the email. The best-known example is America Online (AOL). These 
systems generally allow you to read email only with their program. Some of these 
email providers also allow you to view your email using a web browser. 
 
Does your spam-filtering program need to work within your email 
application? 
 
Some of the products we evaluated worked as add-ins to email applications like 
Microsoft Outlook or Outlook Express. The advantage of these programs is that 
all actions are done within your email program. These solutions usually add a 
custom toolbar or buttons to your email application.  
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Do you have more than one email account? 
 
While many spam-filtering programs handle multiple accounts, they may combine 
all your flagged messages into one Inbox or folder. This makes it more difficult to 
determine which email account the message was directed to without opening up 
the spam email. In addition, some products place limits on how many accounts 
can be used with the service. 
 
Do you want the ability to customize the program? 
 
Not all products allow you to modify rules or create whitelists. This customization 
is particularly helpful if the vendor doesn’t update their rules database on a 
regular basis.  
 
Do you need to see why an email was flagged as spam? 
 
This is probably a preference based on your personality. Some people are 
comfortable with the program flagging a message as spam. These users don’t 
care why the message was flagged as spam. Other people prefer the program 
indicate why the email was flagged as spam.  
 
Do you need to the ability to report a spammer? 
 
One of the advanced features some programs offered was spam reporting. The 
application attempts to identify all the parties referenced in the email message 
header. The user can then opt to report the email to various abuse addresses. 
 
Unfortunately, we found this feature a mixed blessing with few products offering 
enough documentation. Users were left guessing the best way to use this 
feature, which can cause erroneous reports. If you’re interested in this feature, 
we strongly recommend you visit some of the websites that teach you how to 
read email headers. These sites are contained in the Resources section of this 
report. 
 
Do you forward your email? 
 
If you’re using an ISP with spam filtering, you should double check to see how 
they handle email forwarding. Some ISPs forward email before it goes through 
their spam filters. 
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