Guide to Controlling Spam
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This work is licensed under the Creative Commons Attribution License. To view a copy of this license,
visit http://creativecommons.org/licenses/by/2.0/ or send a letter to Creative Commons, 559 Nathan
Abbott Way, Stanford, California 94305, USA.

Disclaimers

While the material in this report is intended to be as accurate and timely as possible, Productivity
Portfolio makes no warranty or guarantee concerning the accuracy or reliability of the material at
other sites to which this report links. The links are provided for convenience only.

Publisher’s Note - 04/16/2005

The material you are viewing is a subset of a guide that was released in 2003. That guide was 120
pages and contained over 20 different product reviews. Since that time, many of those products have
changed. Some companies have been acquired and countless new ones have appeared. As a result,
we felt it was best to remove the product review section since we did not have the resources to test
these products.

We took the remaining pages and broke them into separate sections that people could download.
These include:

Section 1: Introduction

Section 2: User Prevention — this section provides actionable steps you can do now to limit
additional spam.

Section 3: Methodologies - this section highlights the major methods used to detect spam.

Section 4: Questions to Ask — this section provides some questions that can assist you in making a
product selection.

Section 5: Features — this section provides a summary of features we found in the products we
reviewed.

Section 6: Types of Solutions — this section lists the types of solutions we tried and our comments
on strengths and weaknesses.

Section 7: Resources — listing of other web sites that have spam and product information.

Section 8: Glossary
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Introduction

This report offers consumers some useful information and suggestions for handling
unsolicited email. Unfortunately, the spam problem is dynamic with changes in content
and technology. Both spammers and developers rush to counter each other’s latest
move. At best, the products we reviewed will help you better identify and filter spam. All
of the solutions require time and user participation to be effective. Consequently,
consumers must maintain a proactive approach to controlling spam just as one does
with updating computer virus software.

There also isn’t a perfect solution for controlling spam, nor do we cover them all. All told,
hundreds of products and services exist to control. If this were an easy problem, we
would poll spammers and ask what programs they use to filter spam. Additionally, there
are many factors to consider in making your selection. Your selection may depend on
how you define your problem and audience. The solution for an independent sales
representative working in an office setting may be inadequate for the parents of small
children who share one email account.

Why We Wrote This Report

The first reason is selfish as we're newsletter publishers. Part of our responsibility is to
ensure our subscribers receive each issue. Sadly, some measures Internet Service
Providers (ISP) and consumers use to control spam can affect delivery. Thus, we find
ourselves maintaining email accounts with different ISPs and spam filters. Each month
we send a trial newsletter to see if it's received in all our accounts. We find this
approach helps us troubleshoot delivery problems.

Additionally, our clients and subscribers stated spam is a productivity killer. Therefore,
we decided to combine these two needs and explore what products exist to control
spam.

How We Tested

Again, in the interest of full disclosure, we're not a professional testing organization.
Unlike many of the major computer publications, we don’t maintain a professional
testing facility. We fully appreciate companies that can allocate resources and time to
these testing efforts, as we know the difficulties surrounding this task.

Our testing was what we consider “real world” testing. We used the services of email
forwarders to send the same set of emails to multiple services. Where possible, we also
kept our email on the servers so it could be used in different applications. The email
addresses used consisted of those belonging to various web-based services, AOL,
MSN, CompuServe, a national ISP, a local phone company, and two regional ISPs.
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Although the majority of emails used for testing were real messages, we did produce
some test messages. These messages contained text phrases routinely found in spam.
We did this to trigger various content rules for different programs. These messages did
not involve changing email headers or using file attachments.

Defining Spam

During our research, we noticed different interpretations of the word “spam”. For email
administrators, spam is any unsolicited commercial email (UCE) or unsolicited bulk
email (UBE). Consumers have a simpler definition, which is any unwelcome email. This
broader definition includes:

= Email they didn’t realize they agreed to receive
= Email they requested, but no longer wanted

This distinction also relates to how various companies approach the spam problem.
Some groups try to solve the problem by identifying “bad mail” by using blacklists and
content filters. Other groups believe it’s too difficult to identify spam. Instead, these
groups emphasize identifying “good mail” from approved senders.

The Great Balancing Act

The spam problem is complex, often involving many people and perspectives. From a
consumer view, we receive spam and we’re annoyed, not just because of the content,
but because we need to act. It's a needless distraction. Regardless of our action, time is
wasted handling an email instead of spending that time on more desirable or productive
activities.

Now, take your worst spam day and multiple that by hundreds or thousands and you
begin to see the problem your Internet Service Provider (ISP) or company encounters.
The spam problem is worse for the ISP as they bear a large cost of the spam problem.
Spammers maintain they don’t cost consumers anything since the recipient can delete
the message. In fact, some spammers argue their practices are similar to third
class/bulk mailers. The problem with this argument is that third class/bulk mailers pay
the postal service. Additionally, consumers in the United States have the option of
declining objectionable mail such as sexually oriented advertisements by filling out PS
Form 1500.

ISPs, in turn, have to make a decision whether to allow spam. They have to weigh the
needs of their customers against resource demands. Some ISPs prefer to allow spam;
believing customers are best suited to determine which email is objectionable. This
approach means the ISP must process the added spam traffic, which often requires
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more bandwidth and equipment. Sadly, some ISPs welcome spammers, as they can be
a substantial income source.

Businesses are also caught by the spam dilemma. Many companies are placing
controls on their own mail systems to deter spam. While these controls reduce inbound
spam directed at employees, they also affect their customers. We recently filled out a
web survey for a software company and received an automated rejection notice
because our answer included the words “Buy direct”. Ironically, we didn’t type that
phrase, but selected it from a predefined list from their survey. We suspect no one
within the company tested the survey to see how the user’s selections worked with the
company’s internal spam filters.

The downfall of many Internet companies and mergers of email publishers has also
contributed to the spam problem. Company subscription lists are often one of the
cherished remaining assets. Sometimes these lists have been innocently merged with
other mail lists with entirely different user policies. Other times, the acquiring company
has failed to notify subscribers and deluged them with unwanted or duplicate emails.
Still worse are the companies that don’t care how email addresses are acquired.

Sadly, some newsletter publishers and businesses have failed in their responsibilities to
consumers. They neglected to include or honor “Unsubscribe” requests. We have
encountered too many unsubscribe instructions that are needlessly complex or simply
don’t work. Many consumers have found it easier to report legitimate email as spam
instead of using an “Unsubscribe” option. Unfortunately, this action can trigger a series
of unexpected results. For example, a newsletter may now be blacklisted which may
affect delivery for many subscribers.

Technology has also played a supporting role. While we all marvel when it works
correctly, we swear when it fails. Although it happens infrequently, email distribution
systems fail. Sometimes this failure requires an operator to restart the process. This
restart process may create duplicate emails that can be minutes or days apart. Worse,
the sender may not know which recipients were impacted by the failure.

Our purpose isn’t to fault anyone for his or her actions. Instead, we simply want to
highlight the problem’s intricacies and how our actions can affect many others.

How to Use this Report

This report contains eight sections. The sections cover many aspects of the spam
problem. Our feeling is the more informed you are on the subject, the better.

Section 1: Introduction

Section 2: User Prevention — this section provides actionable steps you can do now to
limit additional spam.
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Section 3: Methodologies - this section highlights the major methods used to detect
spam.

Section 4: Questions to Ask — this section provides some questions that can assist you
in making a product selection.

Section 5: Features — this section provides a summary of features we found in the
products we reviewed.

Section 6: Types of Solutions — this section lists the types of solutions we tried and our
comments on strengths and weaknesses.

Section 7: Resources — listing of other web sites that have spam and product
information.

Section 8: Glossary

Expectations

We would be negligent if we didn’t try to set some expectations for you on these
products. After all, we had expectations about each product we tested. The natural
inclination is to assume, perhaps wish, that all your email problems would be
immediately resolved with these programs. Each of us desires to have a clean email
inbox containing only emails of value. Although this is a noble goal, it is not immediately
attainable.

Now, before you give up hope, please note we said immediately attainable. The
products reviewed in this report can help you with your spam problem, but they all
require input from you to work effectively. Don’t be discouraged when an email is
misclassified as this will happen in the beginning.

So, when does a product become effective? Again, we can only give you a guideline
based on our experiences. Most of the programs we reviewed had a noticeable impact
within the first week. This first week is crucial as you start to see what type of false
positive and false negatives appear. Our testing experience showed us the average
period until we were comfortable with a program’s spam classification was three weeks.
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